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OVERVIEW OF CYBERTHREATS

CYBER SECURITY



Who does this and Why?

• Kids/amateurs.  General malice, show off to 

friends

• Reacting out of revenge or vendetta against 

company/group

• Politically motivated.  May be individuals or 

hacktivist groups. Some state-sponsored?

• Plain old thieves/con men



What is Malware

• Short for Malicious Software

• Virus: like a natural virus, describes any 

malware that self-proliferates

• Trojans:  Disguised as legit software, delivered 

via trickery.

• Spyware: used in a stealthy manner, monitoring 

activity on a computer.

• Ransomware: Not stealthy, holds data for 

Ransom



How Attacks Happen or Spread

• Brute Force: Repeated attempts with different 

login credentials, hoping one will work.

• Email

– Spam vs Spear Phishing, or Shotgun vs Rifle

• Websites

• Portable Devices





Lab Affects Summary

Lab System Likely source of 

attack

Most Typical Type of 

Malware

At Risk: Potential 

Ramifications

Corporate Systems Phishing via email, 

web site links, Brute 

Force

Keyboard Logger, Data 

Encryption 

(Ransomware)

All documents, on local 

and Shared drives; Log 

in Credentials

Loss of data, release of 

sensitive data, identity 

theft

LMS Systems Cross Infection, 

Portable Devices, mail 

servers, Remote access 

computers

Data Encryption 

(Ransomware)

All files on the server.  

Most common are 

.doc/.xls/.txt/.csv files

LAB DOWN.  Possible 

loss of data, loss of 

production. Possible 

release of sensitive data

Manufacturing Systems 

(Equipment)

Portable Devices 

(USB), Cross Infection

Data Corruption, System Resource 

Utilization,  

Configuration files

Corruption of data, 

unstable/Inconsistent 

system, potential loss 

of use of equipment, 

potential to cross 

contaminate to other 

machines



Latest Trends

• Much more sophisticated Phishing methods

• ‘Codeless’ installations:  code can automatically kick off 
in the browser, no need to actually click on something to 
activate it.

• Search Engine Optimization: Hackers manipulate search 
engines, their bogus phone number goes to the top of 
the search results.  Why? Smart Speakers!

• 2019 Healthcare Industry:  
– 2018: 15M patient records compromised, 3x amount from 

2017

– 2019:  YTD, already almost double 2018

– Third party vendors and Phishing attacks are primary 
source



Recent Healthcare Related Incidents

• Anthem, 2015:  Largest US health data breach in history
– Stole ePHI and other info of 79M people

– Hackers gained access via a single employee:  employee 
responded to a spear phishing email

– Anthem paid:
• $16M HIPAA settlement to Office for Civil Rights (OCR, part of 

the US Dept of Health and Human Services)

• $115M class action civil settlement filed by victims.

• Quest Diagnostics, LabCorp, others, 2019: 
– 25M patients affected; personal and financial data, including 

SSN

– Source of breach was at a 3rd party, AMCA, a billing services 
vendor.  Breach affected at least 13 other companies including 
Quest.  AMCA is now bankrupt as a result.



Legal 

• There is NO single principal data protection legislation in the 
US (Digital Guardian).

• Most protections are either to specific industry areas (ex 
HIPAA), or at the state level.  

• Laws from state to state vary.
– In most states, common protected info include:

• Full Social Security Number

• Drivers License Number

• Bank Account info

• Credit Card Numbers

• User Passwords and other security codes

• Medical ID numbers

• Any login info that can access any of the above accounts  

– Other medical info may be included in separate statutes (Ex: CA)



Legal:  Notification of Breach

• Each state has their own requirements. Most 
require:

– Notification ‘without unnecessary delays’ (unless 
directed otherwise by law enforcement)

– Specific information to be shared by affected 
individuals (ex: Date of breach, description of 
covered info accessed, etc.).

• Some states may require HOW affected 
individuals are informed of the breach

• HIPAA requires notification within 60 days.



Legal: Financial Impact

• HIPAA penalties, paid to OCR in the USDHHS, upwards 

of $50k per violation

• Punitive damages from victims

• Bankruptcy/insolvency: small companies that suffer a 

data breach: 60% bankrupt within 6 months (Inc. 

Magazine, May 2018). 

– Cambridge Analytica, Nortel

• Average cost of a data breach: $3.62M (IBM Ponemon

Institute Study, 2017

https://www.inc.com/joe-galvin/60-percent-of-small-businesses-fold-within-6-months-of-a-cyber-attack-heres-how-to-protect-yourself.html




Cyber Security ACTION ITEMS REVIEW

• Review Previous Presentation for 2017, found on TVC website:  
– https://www.thevisioncouncil.org/members/optical-lab-resources OR:  Lab 

Division, Secure Content, Vision Expo West Lab Division Meeting 2017 Files.  
OR: PPT, poster and Video links are available.

• Consult your IT group, discuss all vulnerabilities and strategies to mitigate.

• Upgrade all PC’s to the latest Operation System (Windows 7 is EOL 
January 2020!)

• Implement Antivirus on all PC’s, ensure they are all kept up to date.

• Coordinate with all equipment vendors to determine best method to update 
the Operating System (OS) and AV on their equipment. 

• Verify Backup Solution is adequate

• Develop USB Use and Remote Access Policies

• Begin/refine/review a BCP/DR

• Post and emphasize the TVC Poster

• Browse TVC site for other resources.

• Key is combination of education+policy+tools

https://www.thevisioncouncil.org/members/optical-lab-resources




QUESTIONS?


